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Introduccion e historia
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* VirusTotal
* Hashing
* Strings

* Unicode
* Cabeceras
* Analisis de Packer (PEID)
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Analisis estatico basico

* Bibliotecas enlazadas
* Estaticas
* Dinamicas (imports) -
Dependency Walker
* En tiempo de ejecucion
* LoadLibrary
* GetProcAddress
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Analisis estatico basico

* Librerias comunes de Windows

e Kernel32.dll

* Advapi32.dll

* User32.dll

* Gdi32.dll

* Ntdll.dll

* Wsock32.dll / Ws2_32.dll
* Wininet.dll
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* Nombres de funciones
* CreateWindow / CreateWindowEx

* CreateDirectory
* CreateDirectoryA
* CreateDirectoryW
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Analisis estatico basico

* Ficheros PE
* IMAGE_DOS HEADER -> Historical
* MS-DOS Stub Program - Historical

* IMAGE_NT_ HEADERS
* IMAGE_FILE HEADER - Informacion sobre compilacion
* IMAGE_OPTIONAL HEADER -»>

° Subsystem description: GUI / Consola

* IMAGE_SECTION_HEADER - Secciones del ejecutable,
nombres elegidos por el compilador

* Virtual Size: lo que ocupa en memoria
* Size of Raw data: lo que ocupa en disco



@ )tsec
Analisis estatico basico

* Ficheros PE

text/ Caodigo ejecutable

.code

rdata / Datos read-only

.const

.data Datos

Idata Funciones importadas (a veces se omite y estan en .rdata)
.edata Funciones exportadas (a veces se omite y estan en .rdata)
.pdata Informacion de EH en 64 bits

Isrc Resources

.reloc Informacién para relocar bibliotecas

.bss Uninitialized data
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Analisis estatico basico

P E°! un recorrido por los ejecutables de windows i

Volcado hexadecimal Campos. Valores
[WmSR 0 60~ B0~ a0 a0 o8 68 NZ.
Diseccién del PE [ 0 0 o000 0 8 0000 0 0 v - pe—
|60 66 60 e-6e 88 09 0A-00 00 00 Pe-HENERNEEIER .| 2 i posiciiG IRl tabioldt PE. @
| signature "pe’ firma (constante)
5B 45-Be v Machine oxl4c [in(d 386) procesador: ARM/MIPS/intel/.
T = R—— “- n‘-ﬂ“ ©6 60 69-60 09 89 00 PEssnsinisns i - frmovn e
o | - - XL Sizeofoptionalieader | Oxed direccion relativa de la tabla de secciones @
Characteristics 0x102 [32b EXE] EXE/DLL
I wagic 0x10b [32b] 32 bits64 bits
. BT 60 00-90 00 86 60 s Addressofentrypoint | 0x1000 donde comienza la ejecucién @
e : InageBase 0400000 direccion de memria donde debe de ser mapeado el archivo
cabecera de DOS Lol 00 BETEBEE- o 1 SectionAl ignment 0x1000 de
P muesrs qus s un binario . -B7B8 48780 08 18 B2 89 Filealignment 0x200 donde deben de empezar en el archivo @
. T 89 96 99 99-00 09 09 0A-BAIBR 69 BO-60 B0 BB 6B Majorsubsystenversion | 4 (NT 4 o luego] |  version requerida de Windows
simple adinsp ol cabecera PE | weEEEYE - SENE2RBENRR 20 ¢ 6 6e-BANGN 60 60 sizeofImage | ox4o00 ‘wepacio ol da fneworie raquarido
o 00°08 30.66-00 00 40.00-40.64.00 04-00'00 0080 Sizeofueaders 0x200 tamafo total de las cabeceras @
©0 26 00 oo-NBNEENGENDE. . Subsystem 2 [eu1] controlador/GUINinea de comandos/.
abec i opc o al Nusberofavaandsizes 16 nimero de diectonios de datos @
C er: I'l
w oo rwum\\ +.08 88 .
80 00 98-80 89 Importsva 0x2000 RVA'de las imports @
: . |80 20 00 8e-0e 08 69 8o-e8 ee
Eouses b 3 lehd-nndsr—
> ca ece ra - wawe _ virtuslsToe virtuslAddrass SizeofAsmets PolnterTolmbeta Charscteristics
-8 18 88 99-B8 20788700 P T — T (1] X1000 —0x200 0x200 CODE_EXECUTE READ)
pisnles bhenions el sieoutable gl | pem2naeyEs - AENSRRBEREE 00 o8 60 00-00 00 B9 00 .rdata____ 0x1000 0x2000 0x200 0x400 INITIALIZED READ
EEEmAR e |66 88 08 «data.._ 0x1000 0x3000 0x200 0x600. DATA __READ...WRLTE
i 100 00 20 80-82 93 06 08-08 60 60 0-ABNENERGNCE - b Szt
ne oy { Ensamblador del x86 [ Equivalente al codigo C
push 0
> push 0x403000
seCC|ones GSSINNNEG - TSN -5 B0 FENS | J.0.00.0.98. 1. . | bun o
7BU20748788-6R 88 FF 15-E8T20740TEA p.@.J. .h.e. nn {0)(401070] <Nessagenox(D, Mello worldi*,a sinple Pt executable’, 0);
contenidos del ejecutable |
= un [0x402068] ~Exitprocess(®):
| Estructuras imports. i Consecuencies
i A prewonsy
| BONZBNBRNEG-00 6 00 80-00 00 % so-Tman '“ D20t ox204c, 0™
68 26 89 98-44'20:9080- - i
Lt X 60 99-60 89 60 80 lox2078/~kerne132.d11 0.6 PFSER | o6 dola carga,
| itaiisiing: st loxaoss| oxatac, 0 Ox. 2068 apuntaré a ExitProcess de kemel32.dil
o 02070 apuntara a MessageBoxA de user32.d
0x2044
Zoocos. Kernei32 | Ox2085—user32.dll 0, MessageBoXa
| BENGANECHECSR0 75/ 73 65572/33 32°2E<64 6C6CBR .11 user iz al) &
0x2070 —————— 0x205a, 0*'
(— ] =
| NSNS | 2.s{8p1e.PE.€XC |, simple pE executable\d
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Proceso de carga Notas

MZ HEADER conocido como DOS_HEADER

(1] Cabeceras © Mapeado O Imports @ Ejecucion (Comienza con ‘MZ' (icaes e Mrk Zukowst desrrlado de MS-008)
cabecera de DOS as analizada i Se analizan los DataDirociorios 1 0igo comienza & efeciarse desde el EnyPomt PE HEADER conacido como IMAGE_FILE_HEADERS / COFF file header
e 1o imegetiase e Comienza con 'PE" (Portable Executable)
- o su nimero es NumOfRVAAndSizes 'OPTIONAL HEADER conocido como IMAGE_OPTIONAL_HEADER
La cabecera Opcional es anaizada Ia Tabla de Secciones las imports son siempre #2 e
(se encuentra a continuacién de ta cabacera PE) Se analizan las imports .
3 a simple PE executa... RVA (Ralluvl! Vlﬂlnl Address) Direccién Relativa Virtual
cada un DLLname Direccién | ImageBase (en el |m;qesase RVA = 0)
m%;;:?‘”‘  menie Cesl toves ol Gkl
Enel igo, 1 lativi
@ Tabla de Secciones i ISAT S T o S ta okl —_ 1 coaigo, ls Grecciones o Son relathas.
La tabla de secciones se analiza Su direccion es escrita en la IAT ——
o i e s
Eo. : i S s J s INT (Import Name Table) Tabla de Nombres de imports
FileAlignments y SectionAlignments 1] seaonz

- IAT (Import Address Table) Tabla de Direcciones imports

g . Lista de punteros terminados ko st
B el o e s D En el archivo es una copia del
R Después de la carga apunta haci ls APt imports
i HINT
]y D indice en la tabla de exportaciones de la DLL imy
i SO No es necesario pero acelera el proceso reduciendo el tiempo de bisqueda

RS
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Analisis estatico basico

®* Resources
®* |conos
* Menus
* Dialogos
* Cadenas



Analisis estatico basico

* iProbemos! Practica, 3.1
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Analisis dinamico basico

* Maquinas virtuales

* Pros
* Aisladas
* Snapshots
* Record/Replay

* Contras
* Detectables)
* Vulnerabilidades
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* Warning! No sabemos qué
tenemos entre manos y vamos a

ejecutar cosas! Usa un entorno
aislado!
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¢ Sandboxes
* Hybrid Analysis

* Any Run

® Cuckoo / VMCloak

* Online / Offline


https://www.hybrid-analysis.com/
https://www.threattrack.com/online-malware-sandbox.aspx
https://www.threattrack.com/online-malware-sandbox.aspx
https://cuckoo.cert.ee/
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Analisis dinamico basico

* Sandboxes, problemas

* Parametros

* Funciones de arranque
* Deteccion de VM

* Malware en DLLs
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* Malware en DLLsS

* rundll32.exe DLLname, Export
arguments

* rundll32.exe xyzzy.dll, #5

* rundll32 ipr32x.dll,InstallService
ServiceName

net start ServiceName
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* Process Monitor
* Registro
* Filesystem
* Procesos y hebras
* Red (no recomendado)
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* Process Explorer
* Task manager

* Verifica si DLL esta firmada por
Microsoft en runtime

* Comprobar strings en disco y en
memoria
* Algunas diferencias son normales

* Analisis rapido de malware en
documentos
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* Regshot

* Permite hacer dos snapshots del
registro y compararlas
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* Comportamiento de red

* Fakenet / fakenet-ng

* Redirige el trafico
DNS/HTTP/SSL

* [nteligente, si piden jpg sirve jpg
® Saca un pcap
* Muy flexible
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* Comportamiento de red
* Wireshark
* InetSim (Linux)
* Nc
* ApateDNS
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* iProbemos! Practica, 3.2
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Analisis estatico avanzado

* El analisis estatico basico nos
permite saber qué funciones se
Importan, pero no si se usan ni
COMOo Se usan.

* El analisis dindmico basico nos
puede dar una vision a nivel de
Interfaz, pero se acaba ahi
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Analisis estatico avanzado

* Niveles de abstraccion en
programacion
* Hardware (logica digital)
* Microcodigo / Firmware = 10101001...
* (Coddigo maquina (opcodes) = 26h32h...
* Lenguajes de bajo nivel (ensamblador)
* Lenguajes de alto nivel (C, C++, ...)
* Lenguajes interpretados (bytecode)

* ¢/ En qué nivel trabaja el analista de malware?
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Analisis estatico avanzado

* ¢/ En qué nivel trabaja el analista de

Malware Author Malware Analyst
High-level Language low-Level language
int c; push ebp
printf(“Hello.\n"); move ebp, esp
exit({o); sub esp, 0x40
CPU
Compiler Machine Code Disassembler
55
8B EC

BB EC 40




Analisis estatico avanzado

* Arquitectura X86

+

CPU
[ Registers
Caontrol
AU f=—=1 " it

|

Input/ Cutput Devices

Main
Memory
{RAM]

Low Memory Address

High Memory Address

@jtsec

Main
Memory

Stack

Heap

Code

Data




Analisis estatico avanzado

Instrucciones ASM

Mnemonic
Mnemonic
Mnemonic
Mnemonic

[o
[s
[s

estination
estination)

estination|

, [source]
, [sourcel], [source2]



@ )tsec
Analisis estatico avanzado

* Disassembler

B9 42 00 00 00 - mov ecx, 0x42
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* Tipos de operando

* Inmediato: 0x42
* Registro: ecx
* Direccion de memoria: [ecX]
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Analisis estatico avanzado

* Regqgistros

General registers  Segment registers  Status register  Instruction pointer
EAX (AX, AH, Al) C5 EFLAGS EIP

EBX (BX, BH, BL) S5

ECX [CX, CH, CL) D5

EDX (DX, DH, DU ES

EEP (BP) FS

ESP (SP) G5

ESl (5]




Analisis estatico avanzado

* Regqgistros

32 bits

EAX

1010 1001 1101 1100 1000 0001 1

111 0101

A o D C 8 1 F 5
AX
. 1000 0001 1111 Q101
16 bits 3 i F 5
AH Al
bi 1000 CGOOT 1111 01
E its E 'l F 5

@ )tsec
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* EFLAGS

r r Bits del Registro Banderas (EFLAGS) l> | |>

21 16 14 10 876 & Z 0

blanco) no deben usarse.
Y tienen que regresarse a

sus valores originales si
son cambiados.

[ Los bits reservados (en

IOPL ocupa 2 bits [13:12]

0

(]
=
©
%2} ®
£ g g
3 @ 2 STATUS
: sl
a 4 B
g £ z s £ £ SISTEMA
1=, = @
= s o @ = o
::CQ ® E a - [~
-8'9'95 £ g ggg.gm = B o
& 8 8 E > 2 & —- & § & a 8 ® 2
Ef: f 38 58 E3I 2% 8 BgEo§ CONTROL
E 2 2 = 5] Q5 <8 8 &8 ¢ ® 0 < o<
- = £ < = El— Q_U_u_i|u___u.u_u_u_u_
DE K B 2E RQoFkFaNREE |>RESERVADO
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* EFLAGS

* ZF: Zero Flag

* CF: Carry Flag

* SF: Sign Flag

* TF: Trap Flag, Modo single step




Instrucciones

Instruction

mov eax, eobx

mov eax, 0x42

mov eax,

mov eax,

mov eax,

[0x4037C4]

[ebx ]

[ebx+esi*g]

Description

Copies the contents of EBX into the EAX register
Copies the value 0x42 into the EAX register

Copies the 4 bytes at the memory location 0x4037C4 into the EAX
register

Copies the 4 bytes at the memory location specified by the EBX
register into the EAX register

Copies the 4 bytes at the memory location specified by the result of
the equation ebx+esi*4 into the EAX register
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* |nstrucciones

Instruction Description

mov eax, ebx Copies the contents of EBX into the EAX register

mov eax, 0x42 Copies the value Ox42 into the EAX register

mov eax, [0x4037C4]  Copies the 4 bytes at the memory location 0x4037C4 into the EAX
register

mov eax, [ebx] Copies the 4 bytes at the memory location specified by the EBX

register into the EAX register

mov eax, [ebx+esi*s] Copies the 4 bytes at the memory location specified by the result of
the equation ebx+esi*4 into the EAX register

*  mov-eax;—ebx+8-—- lea eax, [ebx+8]




Analisis estatico avanzado

Instrucciones

Regisfers

EAX = 0x00000000
EBX = OxO0B30040

-

0x00B30040

Ox00B30044
Ox00B30048

Ox00B3004C

Memory

0x00000000

Ox63676862

O0x00000020

Ox41414141

* mov eax, [ebx+8] 2 eax = ?
lea eax, [ebx+8] 2 eax =7

@ Jtsec
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Instrucciones

Instruction Description

sub eax, 0X10 Subtracts 0x10 from EAX

add eax, ebx Adds EBX to EAX and stores the result in EAX
inc edx Increments EDX by 1

dec ecx Decrements ECX by 1

Instruction  Description

mul oxse  Multiplies EAX by 0x50 and stores the result in EDX:EAX
div 0x75  Divides EDX:EAX by 0x75 and stores the result in EAX and the remainder in EDX

Instruction Description

X0T eax, eax Clears the EAX register

Or eax, OX7575 Performs the logical or operation on EAX with 0x7575

mov eax, OxA Shifts the EAX register to the left 2 bits; these two instructions result in

shl eax, 2 EAX = 0x28, because 1010 (OxA in binary) shifted 2 bits left is
101000 [0x28)

mov bl, OxA Rotates the BL register to the right 2 bits; these two instructions result in

ror bl, 2 BL = IGDDOp]D, because 1010 rotated 2 bits right is 10000010
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Analisis estatico avanzado

* Lapila

* ESP: Stack pointer (top)

* EBP: Base pointer, comienzo de parametros de
funcion y variables locales (suelen referenciarse
con respecto a ebp)

* push, pop, pusha, popa, pushad, popad
* enter/leave
* call/ret
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* Convenciones

* (Cosas que un compilador hace siempre
igual

* Uso de los registros
* Forma de llamar a una funcion

* cdecl, stdcall, fastcall ...
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Analisis estatico avanzado

* cdecl
* Visual C++y gcc
®* Return en eax
* Argumentos RTL por pila
* Caller stack cleanup

* Registers EAX, ECX, and EDX are caller-

saved, and the rest are callee-saved (esi,
edi, ebx, ebp).
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* stdcall
* Microsoft Win32 API
* Argumentos RTL por pila
* Callee stack cleanup
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Analisis estatico avanzado

* La pila: lamadas a funciones

Prologo

push ebp
mov  ebp, esp

; Save the stack-frame base pointer (of the calling function).
; Set the stack-frame base pointer to be the current

: location on the stack.
L

sub  esp, N ; Grow the stack by N bytes to reserve space for local variables

En este momento tenemos...

ebp + 4: Return address

ebp + @: Calling function's old ebp wvalue
ebp - 4: {(local wvariables)

Epilogo

mov  esp, ebp Put the stack pointer back where it was when this function

3

3 was called.
pop  ebp ; Restore the calling function's stack frame.
ret ; Return to the calling function.
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* La pila: disposicion

Low Memory Address

Cument Stack Frame

Caller's Stock Frame

Caller's Caller's Siock Frame

High Memory Addrass

ESP—

EBP —

Local Variable N

Local Varioble 1

Local Variable 2

Oid EBP

Feturn Address

Argument |

Argument 2

S S

Argument N

0012F000
0012F004
0012F008
0012F00C
0012F010
OO012F014
0012F018
0012F01C
0012F020
0012F024
00127028
0012F02C
0012F030
0012F034
0012F038
0012F03C
0012F040
0012F044
0012F048
0012F04C
0012F050

®

—d ©

tsec
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* La pila: lamadas a funciones

int callee(int, int,

int caller{wvoid)

{
¥

return callee(l,

int);

2, 3) + 5;

caller:

; make new call frame

push ebp

mov ebp, esp

; push call arguments

push 3

push 2

push 1

; call subroutine ‘callee’
call callee

; remove arguments from frame
add esp, 12

; use subroutine result
add eax, 5

; restore old call frame
pop ebp

. return

ret

@/

H.

) Jtsec
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* La pila: lamadas a funciones

#include <stdio.h>

add: # pro|ogo int add(int a3, int b);
b push ebp

int main(){
int a = 10;
a int b = 6;
int sum;
return address  «— esp eip —* |sum = add(a,b);
printf("Sum = %d",sum);
return(9);

}

int add(int a, int b)
int c;
C =a+ b;
return c;
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Analisis estatico avanzado

* La pila: lamadas a funciones

#include <stdio.h>

add: # prologo int add(int a, int b);
b push ebp «— €Ip

int main(){
int a = 10;
a int b = 6;
int sum;
return address sum = add(a,b);
«— esp printf("Sum = %d",sum);
return(9);

}

old ebp

int add(int a, int b)
int c;
C =a+ b;
return c;
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* La pila: lamadas a funciones

add: # prologo
b push ebp
. mov ebp,esp <«— eip
return address
«—— esp

old ebp — ebp

@ )tsec

#include <stdio.h>
int add(int a, int b);

int main(){

int a = 10;
int b = 6;
int sum;

sum = add(a,b);
printf("Sum = %d",sum);
return(9);

}

int add(int a, int b)
int c;
C=a+b;
return c;
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* La pila: lamadas a funciones

b
a
return address

old ebp — ebp
esi
edi
ebx
«— esp

add: # prologo

push ebp

mov ebp,esp
# guardamos registros
# segun cdecl

push esi

push edi

push ebx <«— eip

@ Jtsec

#include <stdio.h>
int add(int a, int b);

int main(){’

int a = 10;

int b = 6;

int sum;

sum = add(a,b);
printf("Sum = %d",sum);
return(9);

int add(int a, int b)
int c;
C=a+Db,;
return c;
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* La pila: lamadas a funciones

b
a
return address

old e.bp — ebp
esi
edi
ebx
C +«— esp

add: # prologo

push ebp

mov ebp,esp
# guardamos registros
# segun cdecl

push esi

push edi

push ebx
# hacer sitio para
variable local c

sub esp,4 <«— eip

@jtsec

#include <stdio.h>
int add(int a, int b);

int main(){
int a = 10;
int b = 6;
int sum;
sum = add(a,b);
printf("Sum = %d",sum);
return(9);

int add(int a, int b)
int c;
c =a+ b;
return c;
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* La pila: lamadas a funciones

#include <stdio.h>
add # prologo int add(int g, int b);
b push ebp int main(){
mov ebp,esp int a = 10;
a # guardamos registros ?“: ts’ ..
- in um;
return address # segun cdecl sum = add(a,b);
push esi printf("Sum = %d",sum);
old ebp ebp push edi } return(0);
esi push ebx
odi # hacer sitio para
variable local c int gdd(mt 3, int b)
ebx sub esp,4 MEEEES
# meto b en ebx TR
C «— €esp return c;

mov ebx, [ebp+12]
add ebx, [ebp+8]«— eip 1
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* La pila: lamadas a funciones

#include <stdio.h>
add: # pr0|0g0 int add(int a3, int b);
b pUSh Ebp int main(){
mov ebp,esp int a = 10;
e # guardamos registros 12: tS> - 63
. -
return address # segun cdecl sum = add(a,b);
d eb push esi printf("sum = %d",sum);
old ebp «— ebp push edi PEUETA(®);
esi push ebx )
di # hacer sitio para
cd variable local ¢ int add(int a, int b)
ebx sub esp,4 int c;
# meto b en ebx .- T e
C +«— €S i
g mov ebx, [ebp+12] LERGEY C
add ebx, [ebp+8] ;

# meto a+b en c
mov [ebp-16], ebx «— eip
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* La pila: lamadas a funciones

b
a
return address

old e-bp «— ebp
esi
edi
ebx
C +«— esp

add: # prologo

push ebp

mov ebp,esp
# guardamos registros
# segun cdecl

push esi

push edi

push ebx
# hacer sitio para
variable local ¢

sub esp,4
# meto b en ebx

mov ebx, [ebp+12]

add ebx, [ebp+8]
#meto atbenc

mov [ebp-16], ebx
# meto c en eax

mov eax, [ebp-16]

<
"

(@jtsec

nclude <stdic

int add(int a, int b);

int main(){

int a = 10;

int b = 6;

int sum;

sum = add(a,b);
printf("Sum = %d",sum);
return(9);

int add(int a, int b)

int c;
C_ = 4d * I.-;
return c;

«—eip
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* La pila: lamadas a funciones

b
a
return address

old ebp
esi «— ebp
edi
ebx «— esp
C

# limpiar pila _
add esp, 4 «— €Ip

)

tsec

'ﬂ

®
=,
HO

\

#include <stdio.h>
int add(int a, int b);

int main(){
int a = 10;
int b = 6;
int sum;
sum = add(a,b);
printf("Sum = %d",sum);
return(9);

int add(int a, int b)
int c;
C=a+ b;
return c;
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* La pila: lamadas a funciones

b
a
return address

old ebp — ebp
esi
edi — esp
ebx
C

# limpiar pila

add esp,4
pop ebx «— €eIp

@ )tsec

#include <stdio.h>
int add(int a, int b);

int main(){

int a = 10;
int b = 6;
int sum;

sum = add(a,b);
printf("Sum = %d",sum);
return(9);

int add(int a, int b)
int c;
C=a+b;
return c;
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* La pila: lamadas a funciones

# limpiar pila
b add esp, 4
pop ebx
a pop edi «— eip
return address
old ebp — ebp
esi «— esp
edi
ebx
C

tsec

c)

#include <stdio.h>
int add(int a, int b);

int main(){
int a = 10;
int b = 6;
int sum;
sum = add(a,b);
printf("Sum = %d",sum);
return(9);

int add(int a, int b)
int c;
C=a+b;
return c;
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* La pila: lamadas a funciones

b
a
return address
old ebp
esi
edi
ebx
C

+«— esp
«— ebp

# limpiar pila
add esp, 4
pop ebx
pop edi
pop esi +— eip

tsec

c)

#include <stdio.h>
int add(int a, int b);

int main(){
int a = 10;
int b = 6;
int sum;
sum = add(a,b);
printf("Sum = %d",sum);
return(9);

}

int add(int a, int b)
int c;
C=a+b;
return c;
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* La pila: lamadas a funciones

# limpiar pila
b add esp, 4
pop ebx
d pop edi
return address |:|)op esi
# epilogo
«— esp
old ebp «— ebp mov esp, ebp «— eip
esi
edi
ebx
C

@ )tsec

#include <stdio.h>
int add(int a, int b);

int main(){
int a = 10;
int b = 6;
int sum;
sum = add(a,b);
printf("Sum = %d",sum);
return(9);

int add(int a, int b)
int c;
C=a+b;
return c;




Analisis estatico avanzado

* La pila: lamadas a funciones

# limpiar pila
b add esp, 4
pop ebx
d pop edi
return address «— esp |c|)op esi
# epilogo
ol Elolp mov esp, ebp
esi pop ebp <«— eip
edi
ebx
C

@ )tsec

#include <stdio.h:
int add(int a, int b);

int main(){
int a = 10;
int b = 6;
int sum;
sum = add(a,b);
printf("Sum = %d",sum);
return(9);

}

int add(int a, int b)
int c;
C =a+ b;
return c;
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* La pila: lamadas a funciones

# limpiar pila

b add esp, 4
pop ebx
& €SP pop edi
return address pop esi
# epilogo
old ebp mov esp, ebp
esi pop ebp
t «— @]
edi re eip
ebx
C

@ )tsec

#include <stdio.h
int add(int a, int b);

int main(){
int a = 10;
int b = 6;
int sum;
eip — sum = add(a,b);
printf("Sum = %d",sum);
return(9);

}

int add(int a, int b)
int c;
C =a+ b;
return c;
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* Comparaciones

* {st - equivale a and
* cmp -2 equivale a sub

* No alteran los operandos solo las flags

|
cmp dst, src IF CF

dst = sIC 1 o]
dst ¢ SIC ] 1
0 i)

dst » SIC
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* Branching
* Incondicional = jmp
* Condicional 2> mas de 30 tipos

Instruction  Description
jz loc Jump to specified location if ZF = 1.

inz lec Jump to specified location if ZF = 0.

je loc Same as jz, but commonly used after o omp instruction. Jump will cocur if the
desfination oparand equals the source operand.

jne loc Some as nz, but commenly used after a cmp. Jump will occur if the destination
operand is not equal o the scurce operand.

1g loc Performs signed comparison jump after a onp if the destination operand is
graater than the sourcg operand.

1ge loc Performs signed compariscn jump after o cmp if the desfination operand is
graater than or equal o the source operand.

ja loc Same as 1g, but an unsigned comparison is performed.
Jae loc Same as jge, but an unsigned comparison is parformed.

1 loc Performs signed comparisen jump after a onp if the desfination operand is lass
than the source operand.

jle loc Performs signed comparison jump after a onp if the destination oparand is lass
than or aqual to the scurce operand.

1b loc Some as 71, but an unsigned compariscn is parformad.

jbe loc Same as jle, but an unsigned comparison is parformed.

Jo loc Jump if the previous instruction set the overflow flag (OF = 1).
s loc Jump if the sign flag is sef [SF = 1).

Jecuz loc  Jump fo location if ECX = 0.




@)tsec
Analisis estatico avanzado

* Instrucciones Rep

®* movsX, cmpsX, stosX, scasX
* X =(b)yte, (w)ord, (d)ouble Word

®* esl - source index (++)
* edi - destination index (++) [~ Depende de DF
®* ecx —» counter (--) | -

Instruction Description
Tep Repeat until ECX = 0
repe, Tepr Repeat until ECX =0 or ZF = 0

Tepne, Iepnz Repeat until ECX = 0 ar ZF = 1
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* Instrucciones Rep

Instruction

repe cmpsb

rep stosb

TEep movsh

repne scasb

Description

Used to compare two data buffers. EDI and ESIl must be set to the two buffer
locafions, and ECX must be set to the buffer length. The comparison will
continue until ECX = 0 or the buffers are not equal.

Used to initialize all bytes of a buffer to a certain value. EDI will contain the
buffer |::|::|:|r'|::|n, and AL must contain the initialization value. This instruction is

often seen uvsed with xor eax, eax.

Typically used to copy a buffer of bytes. ESl must be set fo the source buffer
address, EDl must be set to the destination buffer address, and ECX must

contain the length fo copy. Byte-by-byte copy will continue until ECX = 0.

Used for searching a data buffer for a single byte. EDI must contain the
address of the buffer, AL must contain the byte you are locking for, and ECX
must be set to the bulfer length. The comparison will continue until ECX = 0 or
until the I:.we is found.
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* ElmainenC

004113CE  cmp [ebp+argc], 3 @

o0411302  Jjz short loc 4113D8
int main{int argc, char* argv[]) 00411304 XOT pax, eax
{ 0 00411306 jmp  short loc 411414
if (argc != 3) {return 0;} 004113D8 MOV esi, esp
o 0041130A push 2 ; MaxCount
if (strncmp(argv[1], "-1", 2) == 0){ 0041130C push  offset Str2 ;e
004113E1 mov eax, [ebp+argv]
© DeletefileA(argv[2]); 004113E4 mOV ecx, [eax+4]
004113E7 push BCX ; Str
} 004113E8 call strncmp @
Teturn 0; 004113F8 test  eax, eax
} 004113FA jnz short loc_411412
004113FC mov esl, esp @
004113FE mov eax, [ebp+argv]
00411401 mov ecx, [eax+8]
00411404 push BCX 3 lpFileName

oD4a11405 call DeleteFileA
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* | Jamadas al sistema

* En Linux son usuales
* eax = syscall number
* Args =2 ebx, ecx, edx, esi, edi, ebp
* Int Ox80


http://syscalls.kernelgrok.com/
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* | Jamadas al sistema

* En Windows estan “escondidas” bajo la
AP

* syscall, sysenter, int Ox2e

* Para hacer ciertas cosas (rootkits) hay
gue programar en kernel mode (drivers)
(acceso directo al hardware)
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* | lamadas al sistema

User Application

i

Kernel32.dll

i

NidIl.dll

Ntoskrnl.exe

g

Kernel Data Structures
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* | lamadas al sistema

e User Application

! S > =—— Security Program

Y
Kernel32.dll

L N’rjld"
.............. l

Ntoskrnl.exe

;

Kernel Data Structures
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Mas Informacion

Intel® 64 and IA-32 Architectures
Software Developer's Manual

Volume 2A:
Instruction Set Reference, A-M

NOTE: The Int2l 64 and IA-32 Architectures Sol tware Developer's Manud
congists of lve volumes Basic Arhitecture, Order Number 253665,
Instruction Set Refesence A-M, Order Number 253665, Instruction Set
Refersnce N-Z, Order Numder 253667, System Progmmming Guide
Part 1, Qrder Numbar 253668 Systam Progmmming Guide Parst 2,
Order Number 253663, Refer 10 all five volumes when evaluating your
desion reads.

Ovder Numbar: 253665-023U5
May 2007

Intel® 64 and IA-32 Architectures
Software Developer's Manual

Volume 2B:
Instruction Set Reference, N-Z

NOTE: The Intel 64 and 1A-32 Architectures Sol tware Developer's Manual
congsts of Tve volumes Basic Arhitecture, Order Number 2535665,
[nstruction Set Refesence A-M, Order Number 253665, Instruction Sat
Reference N-Z, Order Numder 253667, System Progmmming Guide,
Part 1, Ordar Number 253668 System Progmmming Cuids, Parst 2,
Order Number 253663, Reter 1o all five volumes when evaluating your
design nesds.

Ovder Number: 253667-031US
Jane 2009
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FKIE
FRAUNHOFER-INSTITUT FUR KOMMUNIKATION, INFORMATIONSVERARBEITUNG UND ERGONOMIE FKIE

x86 Opcode Structure and Instruction Overwew
“01/23/456/789ABCDEIF — 01234567 89ABCDE|F

Two ™~ {LsoT [(LsjaT |
ADD ES | ES OR S gy I
<\

wotk | €sior LAR | LSL CLTSl ‘INVD WeINVD UD2] NOP ‘
<PUSH| POP {PUSH 8 - -

ADC ss | ss SBB DS ' SSE{1,2,3} e

\|

-

O

HINT_NOP ‘

- < 5 <5 - ’ <
AND ts [oan | SUB cs MOV CR/DR | SSE{1,2} |
s < Guennoe (~ < Suernoe — o T S G e G e o <
XOR SS AAA‘ CMP DS WRMSR[ RDTSC | RDMSR RDPMCFYSENTE% svszwa CEmeC THReE ‘ BYTE \ ‘

A LY . > o S A S YTE s SE4 2

CMOV
SSE{1,2}
MMX, SSE2 |

MMX, SSE{1,2,3}, VMX | [ o ssez
110 [0 s o [ e [ane [ use [ aa | s [ons [ape [spo [ [ e Iﬁg

Jcc SHORT

INC DEC
PUSH POP

Fs [ Gs o[ {PUSH IMUL |PUSH IMUL‘ INS ouTS ‘

SEGMENT OVERRIDE | SIZE OVERRIDE

PUSHAD POPAD |BOUND | ARPL

JO INO| JB |UNB [ JE | UNE JBE A | Js [INS [ JPE JPo} ]JGE JLE[JG

Jee

xcHG ] MOV REG QARCE’Z-.’} tea 128 ror

" ADD/ADC/AND/XOR | TEST
OR/SBB/SUB/CMP |

A b . - _ - -~ o _ - Z
L NOP J XCHG EAX CWD { CDQ [CALLFWAITJPUSHFD oD SAHF[LAHFJ SETO SETNO SETB SETNBI SETE I SETNE ) SETBE SETA SETS 1 SETNSTSETPE | SETPO SETL SETGE | SETLE [ SETG

- - < * - _________ _ Sl — _

MOV EAX 1 MOVS | CMPS [ TEST { STOS LODS I scas Pl;gH ror TN l SHLD J FLG’SSHJ o J RSM ‘ BTS ] SHRD | “rence IMULJ

LG L8 B )

CMPXCHG LSS IBTR] LFS LGSI MOVZX  rorcnt

o

xao0  SSEf1,2}  ewed BSWAP

ubD [ HE BTC] BSF ‘ BSR] MOVSX

A_BIC

MOV l

SHIFT IMM RETN [ LES ILDS MoV IMM ENTER | LEAVE RETF ‘INT3 I ‘INTOIIRETD
.\ o~ A

/—

;anmUU:DLooowmm.thao

Jmmonw>mmummhwwa

SHIFT 1 SHIFT CL
7mmmmwmw AAM ARD saLc|xtAT FPU MMX, SSE{1,2,3}
= o S, -~ 5 " <
LOOPNZ LOOPZ Loor ouT e IN ouT
LECXZ[ MM AL IMP UMFF o px | ox MMX, SSE{1,2}
> - 5 <> £ L 4 <
Lock | |CE | RePNE | REPE SRS INC (INcDEC
o e | T cue RS | ac[ste [ sm | sto | N MMX, SSE{1,2,3}
L ACCESS _A. . repeTmoN A . Y A
[ Arithmetic | | i Prefi | [General Opcode Structure Addressing Modes SIB Byte Structure
& Logic refix Element prefix | Opcode AddrMode Byte Disp\a(ement\ [Immediate Data| mad 00 01 10 1t encoding | scale (2bit} Index (3bit) Base (3bif)
P — - 4 Information (med, reg rim) (s:ale mdex base) rim | 1enic | 3znic 16hit bt 000 2'=1 [EAX] EAX
#of bytes o4 ) onzia | onm 000 | fexcsi | 1640 | faosidiss [ 001 222 [ECX] ECX
Memory ‘ I System & /O | I ot rgo 001 | e | e | mooniiesis | e | o rexe 010 2%=4 [E0X] EDX
- < < < Moo NoRy/ < 010 | ey | eon Eo-usgl [oxusaz | ouroxscox 011 2%=g [EBX] EBX
o Operation _ 011 | s N jagepm | eLisxr 100 - EsP
Stack Multiple Instructions / p— e feld o | e e ez | eraxiem none =
ase fiel 100 | s | sm e S| aHiSPiESe 101 E [EBP] dspaz sty [£0%)
| Extended Instruction Set Main Opcode bits Index field [N
—_— - < A 101 | oy |asa e e | ciioeicon -
v Direction bit + scale field o ‘ 10 [ES1] ESl
Control Flow Operand length bit — i field . 110 | gt | fesn o | tesdions Estdim | urisies 111 [ED]] EDI
» Register/Opcode modifier, defined by primary opcode N o
L& Conditional | et 101 [ g | Fon | mogesms | Eopis | mosso | opdas | e SIB value = index * scale + base
v1 0 30.08.2011 Source: Intel x86 Instruction Set Reference

Contact: Daniel Plohmann - +49 228 73 54 228 - daniel.plohmann@fkie.fraunhofer.de Opcode table presentation inspired by work of Ange Albertini
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* |IDA Pro

* Estandar de facto

* Hay otras herramientas pero no tan
buenas

* Es comercial (1500€ aprox)
* Version 7.0 free
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* |IDA Pro

* Descubre funciones
* Analiza la pila

* |dentifica variables locales

* Fast Library Identification and Recognition
Technology (FLIRT)

* Plugins
* Hex-Rays decompiler 2500€
* Zynamics BinDiff (free desde 2016)
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W Load a new file et

Load file ...DesktopPractical Malware Analysis Labs\BinaryCollection\Chapter_3L\Lab03-03. exe as

Portable executable for 80386 (PE) [pe.ldw]
MS5-DO5 executable (EXE) [dos.|dw]
Binary file

Processor type

MetaPC (disassemble all opcodes) [metapc] b Set
Analysis
Loading segment | 0x00000000
Enabled
Loading offset | 0x00000000 Indicator enabled

Options

Create segments Kernel options 1

[ ] Load resources
Rename DLL entries

[] Manual load Kernel options 2

Fill segment gaps

Create imports segment Processor options

|:| Create FLAT group

DLL directory |C:\WINDOWS

1 Cancel Help B
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L 1A - C:\TdaRook\SecondFdition\chd_example.exe
Ble Edit Jump Search View

=N x|
e Debugger Options Windows Help
[FEe=[%m% 83w ]TO||daded##wX]rOOfewrew = dFF @ |
Ul o | R N
7 Functions window ax|@mmﬂ|@mmml@mﬂmm|@h—m|ﬁmm|ﬂmml@

Fimcfinn nam= -
sub_401000
£ ] suh_anin3n
Fme @ e
[7] sub_401170
Lz amsq exit
I? _ crtCorExitProcess : Attributes: bp-based frame
IL— : ; int _ edecl in(int ¢, const ch dig onst char #+ )
LL ockeit .Hl:n o :iea:mn int arge, const char rgv, cons r **envp
| _unlockexit —
LS —Niltom var 10— dword ptr 10h o
Lé —lnitterm_e uar_r_'- dword ptr -0Ch
'; sub_401224 wvar fi= dword ptr -A
‘; g‘b.—‘_muﬁl var:4= dword ptr -4
I _cinit argc= dword ptr 8
. doexit Lﬁ’ argv= dword ptr O0Ch
envp— dword ptr 10h
Line 10of 228 &\
| 2 Graph overview 8 x| push  ebp
: : mov €bp, esp
:-_1: sub c=p, 10h
Tgow [ebp+var 8], O
o [ebpivar 4], O
mov eax, [ebptargv]
jLo0.00% [{20G4, lalwx,zm [oooo1070 [00402070: mainm y

\ & X |
The hotkeys are F5: decompile, Cecrl-F5: decompile a

Please check the Edit/Plugins menu for more informaton)
Can not set debug privilege: Not all privileges or groups

ferenced are assigned to the caller.

Byrhnn 7 & R (r7RR-TINSK, Mar 19 701N, F1-4R-FR) [MSQ w 168NN INhir (Tneal)]
IDAPython vl1.4.2 final (serial 0) (c) The IDAPython Team <idapytBNn@goocglegroups.com> @

Using FLIMI signature: Microsoft Visuall Z-10/met runtimes
Fropagating type informaticon... i
Function argument information has been propagated -..l

python | AW

[aAU: idle [Dowm [Disk: 1s0GB Y

|spua11E6
80.00% {2190,1162) (116,126) 00000843 00401243: WndProc+l1B
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® DA Options ¥

Disassembly Analysis Cross-references Sirings Browser Graph Misc

Address representation Display disassembly line parts
[ ] Function offsets Line prefixes

Incude segment addresses [ ] stack pointer

LIze segment names Comments

i . . . Repeatable comments
Display disassembly lines

t |:| Auto comments
] Empty lines
[ ] Bad instruction <BAD = marks
' [ ] Borders between datajcode
Mumber of opoode bytes &
[] Basic block boundaries

Source line numbers

Instructions indention ]
Line prefix example: segD00:0FE4 Comments indention 24
Low suspiciousness limit | 0x401000 Right margin 40
High suspiciousness limit | 0x404000 Spaces for tabulation 4
Ok, Cancel Help

FTTT SETTT STty S0 T 75y
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* Navegando por el codigo
* Links
® Sub links comienzo de funciones

* Loc links destino de saltos.
* Offset links posiciones de memoria

* Cross references
* CODE XREF
* DATA XREF

* Botones de History Adelante / Atras
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* Navegando por el codigo

* Jump
* to address
* to file offset

* Searching
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* Analisis de funciones

* |DA Pro es capaz de reconocer funciones,
etiquetarlas y deducir

* parametros (prefijo arg )
* vy variables locales (prefijo var )

* Permite un mayor nivel de abstraccion

* A veces puede omitir funciones
* Podemos especificarlas a mano
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* Graficos utiles

* Xrefs to: different paths that a program

can take to reach a particu

e Xrefs from: This view can ©

ar function.
uickly tell you

what a function does and what the

functions do underneath it.

This Is the

easiest way to get a quick overview of

the function.

@ Jtsec
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* Mejorando el resultado

* Podemos:
* Renombrar funciones / locations
* Poner comentarios

®* - = uUn comentario

®* ; =2 Uuncomentario que se repite en
cada xref

* Cambiar el tipo de una referencia
(dec/hex/bin...)
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* Mejorando el resultado

* A veces el analizador puede
equivocarse...

mov eax, loc 410000
add ebx, eax
mul ebx
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* Mejorando el resultado

®* (Constantes
* /;Como tratamos un #DEFINE ?

* |DA Pro trae un catalogo de los usuales en
la libreria estandar de C y en el SDK de
Windows (Type libraries subview)



@ )tsec
Analisis estatico avanzado: IDA Pro

* Scripting

* IDC

* |IDAPython
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* iProbemos! Practica, 3.4
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Conracio

jtsec: Beyond IT Security
Granada & Madrid

@jtsecES

www.jtsec.es
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BEYOND IT SECURITY

“Cualquier loco puedé realizar algo compllcado Se

necesita un genlb paral hacerlo simple.”

Woolly G ﬁthri’e
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