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Parte 2: Analisis estatico avanzado

Capitulo 4: Curso intensivo de ensamblador x86

Capitulo 5: IDA Pro
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Lo que ya sabéis hacer...

An4lisis estéatico:

© Identificar ficheros: MD5, SHA1, SHA256,...
©® Antivirus: www.virustotal.com
© Deteccion de empaquetado: PEid y UPX

© Cadenas: strings
©® Formato PE:

o PEview

[e]

Depends
o objdump
o Resource Hacker

©® Desensamblado: IDA Pro


https://www.virustotal.com
https://www.aldeid.com/wiki/PEiD
https://upx.github.io/
https://www.aldeid.com/wiki/PEView
http://www.dependencywalker.com/
https://es.wikipedia.org/wiki/GNU_Binutils
http://www.angusj.com/resourcehacker/
https://www.hex-rays.com/products/ida/

Lo que os falta por aprender...

Andlisis Dindmico:

© Entorno seguro

o sandbox: Cuckoo, Joe Sandbox, Microsoft Sandbox
o magquina virtual: Gnome Boxes, VMware, VirtualBox

© Process Monitor

© Process Explorer

© Regshot

© ApateDNS + INetSim

© Wireshark

© Depuracion:
o OllyDbg/Immunity Debugger: modo usuario
o Windbg: modos usuario y nticleo


https://cuckoosandbox.org/
https://www.joesecurity.org/
https://techcommunity.microsoft.com/t5/windows-kernel-internals/windows-sandbox/ba-p/301849
https://www.vmware.com/es.html
https://www.virtualbox.org/
https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://sourceforge.net/projects/regshot/
https://www.fireeye.com/services/freeware/apatedns.html
https://www.inetsim.org/
https://www.wireshark.org/
http://www.ollydbg.de/
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/debugger-download-tools

Motivacion

Examen de la ejecucién del malware.

©

© El anélisis estatico puede acabar en un callejon sin salida...
o ofuscado/empaquetado/cifrado
o conocimientos insuficientes/exceso de dificultad
© Observar el comportamiento del malware puede ser més
eficaz y sencillo.
© Podemos hacerlo de dos formas:
o En vivo: monitorizar mientras se ejecuta.
o A posteriori: comparar el sistema antes y después.

© La mejor forma de averiguar que hace el malware.

© Usar s6lo después de un anélisis estatico basico.



Entorno aislado (“SandBox”)

© Definicién: mecanismo de seguridad para ejecutar
programas en un entorno seguro.
© Mejor cuanto més se parezca a un sistema real
© Automatizan el proceso de rastreo de actividad y elaboran
informes sobre el comportamiento del malware.
© Ejemplos:
o Cuckoo:
https:/ /cuckoosandbox.org/https: //cuckoo.cert.ee
o Joe Sandbox: https:/ /www.joesecurity.org
o Microsoft Sandbox
© Inconvenientes:
o pueden ser detectados
o vulnerabilidades en el anfitrién
o sin opciones desde el intérprete de 6rdenes
o sin interaccién de red
o diferencias con un sistema real: entorno, registro,... 6


https://cuckoosandbox.org/
https://cuckoosandbox.org/
https://cuckoo.cert.ee
https://www.joesecurity.org/
https://techcommunity.microsoft.com/t5/windows-kernel-internals/windows-sandbox/ba-p/301849

Entorno aislado (“SandBox”)

© Permite observar el la actividad del malware sobre....

[¢]

procesos/hebras
sistema de ficheros
mutex

registro

red

antivirus

© Inconvenientes:

no utiliza opciones de linea de érdenes

no registra todos los eventos por falta de tiempo

puede ser detectado por el malware

comportamiento andémalo por diferencias con un sistema
real

no lanzamiento de DLLs

falta de conclusiones precisas



Ejecucion de malware

Ejecutables (*.exe):

© doble click desde un interfaz gréfico
© ejecucion desde el intérprete de 6rdenes:

c:\virus.exe
Bibliotecas de enlace dindmico (*.dll):

© c:\>rundll32.exe rip.dll, Install
© Convertir DLL en ejecutable cambiando su cabecera

© Instalar DLL como un servicio y ejecutarlo

c:\>rundll32.exe iprx32.dll, InstallService ServiceName

c:\>net start ServiceName



Process Monitor

© Monitoriza: registro, sistema de ficheros, red y procesos.
© Genera tanta informacién que es vital filtrarla.
© Ejercicio: ;Que hace el solitario de Windows?

1. Arranca Process Monitor

2. Detener la captura de eventos

3. Crea el filtro:

“Process Name is not sol.exe then Exclude”
4. Reactivar la captura de eventos
5. Lanza el solitario

M Process Monitor Filter X
Filters were in effect the last time you exited Process Moritar:
Display entries matching these conditions:
[Processiame v [[net v/ slexe | then |Exciude v
Colmn Relaion Vake Action -
@ Frocess . s Procesp.exe Exchude
i Buoursore  Exchade T
i System Enclude
is ot solene Enclude
€3 Operation  begins with IRP_MJ_ Enclude
7] €3 Doeration _beains with FASTIO Exclude L)
9



https://docs.microsoft.com/en-us/sysinternals/downloads/procmon

Process Monitor

Fle Edi Event

Fiker Tools

Options  Help

SH ABPE A B AKX &

Time of Day
1:2320,3108864
1:23:20,3108412
123203183103
1:23:20,3184368
1:23:20,3185268
1:2320.3185363
1:23:20,3186380
1:23:20.3187807
1:23:20,3188033
1:23:20,3188262
1:2320,3196635
1:23:20,3197856
1:2320.3199119
1:23:20,3200786
1:2320,3200933
1:23:20,2201217
1:2320,3201314
1:2320,3211346
1:23:20,3213520
1:2320,3219764
1:23:20,3221174
1:2320,3222851
1:23:20,3228388
1:23:20,3230039
1:2320,3230838
1:2320,3231628
1:23:20,3235087
1:23:20,3235372
1:2320,3235531
1:23:20,3235724
1:23:20,3236120
1:2320,3236338
1:2300,3236486
1:2320,3237258
1:23:20,3240786
1:23:20,3241962
1:2320,3247815
1:23:20,3249259
1:2320,3249997
1:23:20,3260726
1:2320.3251338

Frocess Name.
solewe
solene
solewe
solewe
solewe
solene
solewe
solewe
solene
solewe
solene
solewe
solene
solewe
solewe
solene
solewe
solene
solewe
solene
solene
solewe
soleve
solewe
solene
solewe
solewe
solene
solewe
solewe
solewe
solene
solewe
solewe
solene
solewe
solene
solewe
solene
solene
solewe

FID | Operation Fath
2130 &7 Process Start
2130 &F Thiead Create

B CAWINDD

2180 A

2190 &7 Load Image
2180 &7 Load Image
2180 Eh

CAWINDOWShsystemaZisal ene:

2180 B Createfile
2130 @ Reglpenkey
2130 @ Reglpenkey
2180 ERegluenalue
2130 g ReqCioseKey
2180 BhCreatefile
2130 &7 Load Image
2180 @EReglpenkey
2180 ERegluenalue
2130 @ ReqCloseKey
2180 @Feglpenkey
2180 &7 Load Image
2180 &7 Load Image
2130 &7 Load Image
2130 &F Load Inage
2180 &7 Load Image
2130 &7 Load Image
2180 BhFileS pstemContiol
2130 [EhQuenOpen
2180 B Createfile
2180 A CreateFileM apping
B

CAWINDOWSsystern32\ntdlLdl

CAWINDO!

CAWINDOWSPrefetch\S 0L EXE 1 COCT4ER.pf

HKLE NTAC File Exec

HKLMSystem CurrentC onrolSet\ControlS ession Manager
HKLMSystem\ CurrentControlSet\Contrcl\S ession Manager\ CwDllegal .
HKLMSystem\ CurentControlSet\ControS ession Manager
CAWINDOWShsystem32

CAWINDOWS systemaZikernela2.di

HKLMSystem\ CurrentContrclSet Contrcl\T erminal Server
HKLMSypstem\CurrentControlSet\ ContrclsT erminal Server\TSAppCompat
HKLMSysten CurentC onrolSet\ ConrclyT erminal Server
HKL NTAC, Fil Exec.

CAWINDOWS system32\msvert.dl
CAWINDOWS system32\advapi32.dl
CAWINDOWShsystem32uportd.di
CVWIND QWS hsystem32isecur32.di
CAWINDOWS system32igdia2 di
CAWINDOW S system32iuser32.d
C:AWINDOWSsystem32
CAWINDOWS systemaZicards di
CAWINDOWSsystem3Zicards di
CAWINDOWShsystem3Zicards di

dl

2130 pping
2180 @Feglpenkey
2130 @ Reqlpenkey
2180 @Regluenaue
2130 @ ReqCloseKey
2180 @hReglpenkey
2180 EhCloseFile

2130 &F Load Inage

2180 @Feqlpenkey
2130 [EhQuenOpen
2130 B\ QuenOpen
2180 ;}Erealeﬁ\e

CAWINDD
HKLM\System' CurrentContralSet\Conbiol\S afeB oot Option

HKLWM\SOFT'w/ARE
HKLM\SOFTWARE \Policies\Microsoftindows'S aferCodel dentifiers
HKCL? i i
CAWINDOWS system32icards di
CVWIND OW S hsystem32\cards. di
C:AWINDOWSsystem32ishel32 di
CAWINDOWS systemaZishiwapl di
HKLE
CAWINDOWSsystem3isol eve Lol
CAWINDOWEWinSxE486_Microseft Windows.Common-Controls_8595. .
C:AWINDOWS 4/inS5%86_Microsoft Windows. Common-Controls_B535.

Result Detail
SUCCESS Parent PID: 1628, Command in.

SUCCESS Thiead ID: 2152

SUCCESS Name: \W/INDOWS \spstem32:,
SUCCESS Image Base: O+1 000000, Image ..
SUCCESS Image Base: 0x7c300000, Imag.
SUCCESS Hame: W/ INDOWS \system32s,

NAME NOT FOUND Desired Access: Generic Read,
NAME NOT FOUND Desired Access: Read
SUCCESS Degired Access: Read
NAME NOT FOUND Length: 1.024
SUCCESS

SUCCESS Desived Access: Execute/Trave.
SUCCESS Image Base: ¢7cB00000, Imag.
SUCCESS Desiied Access: Read
SUCCESS Type: AEG_DWORD. Length: 4
sU

CCESS
NAME NOT FOUND Desired Access: Read
SUCCESS Image Base: 0477610000, Imag

SUCCESS Image Base: 0x77dd000D, Imag.
SUCCESS Image Base: 0+7 7670000, Imag.
SUCCESS Image Base: 07 7fe0000, Image.
SUCCESS Image Base: 0x7 710000, Image.
SUCCESS Image Base: 0+7e410000, Imag...
SUCCESS Control: FSCTL_IS_vOLUME._

SUCCESS CreationTime: 14/04/2008 14.0.
SUCCESS Desited Access: Execute/Trave.
SUCCESS SyneType: SyncTypeCresteSec
SUCCESS SyncType: SyncTypelither

HAME NOT FOUND Desired Access: Query Value, 5.

SUCCESS Desiied Access: uery Value
SUCCESS Type: AEG_DWORD, Length: 4
SUCCESS

HAME NOT FOUND Desired Access: Query Value
SUCCESS

SUCCESS Image Base: 06fe10000, Image.
SUCCESS Image Base: (x7c3c0000, Imag
SUCCESS Image Base: 0+7 760000, Image.

NAME NOT FOUND Desired Access: Enumerate Sub.
NAME NOT FOUND
SUCCESS

SUCCESS Desired Access: Execute/Trave.

CreationTime: 11/04/202015:2...

shawing 667 of 39,339 events (1%}

[Processttontor]d by virtus memcry
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https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
https://pccito.ugr.es/am//teoria/03/sol.html

Process Explorer

© Gestor de tareas que permite analizar en detalle el uso que
los procesos hacen del sistema.

© Identificacién mediante colores:
[e]
o procesos: azul
o procesos nuevos: verde (temporal)
o procesos finalizados: rojo (temporal)
© Opciones més interesantes:
o Verificar: compara la imagen de un proceso en memoria con
su original en disco (binarios firmados).
o Comparar cadenas: diferencias sustanciales indicarfan un
reemplazo de proceso.
o Utilizar Dependency Walker: localizar uso de DLLs.
o Analizar documentos maliciosos: uso de recursos.

11


https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://www.dependencywalker.com

Process Explorer

© Ejercicio: ;Cuéntas hebras lanza Firefox?

Image | _performance

Performance Graph || Disk and Nstwork

Threads | TCP/IP Security Environment Strings
- count: 48
T CPU Couitch.. | StatAddress
w <om 3 uotibase, di+0x3d500
2% sl dI+0462:0%
2% <om 10 wcribase, di0x3d560
240 ucibase, dl+ {350
Process CPU  FiivaleBytes| WorkingSet  PID | Desoription 276 ucrbase, dI+43d560
] System Idie Pracess 300 [13 6K 0 s ucibase. di+{3d5b0
5 systern 0k 22K a 580 Kemel32 dl+{11 0729
Interrupts <00t 0K 0K n/aHardware Intemupts and DY 566 uortbase di+{x3d5h0
@ T smss.ee 196K 440K 364 Windows NT Session Manal 852 uctbase, dl03d50
[osiss ene 173K 4208K 588 Client Server Rurline Proce :Egg <o 2 '"9";* Exm”ﬁ:gm
ucibase, di+0
= @ virlogonere 6312K 4B76K 612 Windows NT Logon Appiica 1o erbsse ARl
= [ services e 1684 K 3462K 56 Servieas and Contrller 2pp 1308 hongriesvied
5 VBaiSenice.cve 2280K 4236K B3 VituaBos Guest Adkdtions 5 1o e oo 1
[svchostexe 30K 490K B84 Generic Host Pracess for Wi Jtos TPl
[svehostexe 1916K 4432K 964 Geneic Host Pracess for Wi 110 Hetbace dlOxadE0
=T svehosteve ZBS7EK  I5860K 1080 Generic Host Pacess or Wi 147 ole32 dhOle5i7
[usenity.eve 545K 2404K 1584 Windows Secuity Center N 1600 il dI+04B2:03c
[svchastexe 1.280K 350K 1104 Geneic Hast Pracess for Wi 1624 <00 11 uertbase. dis(34560
[Fsvchostexe 1456K 3868K 1172 Generic Host Process for Wi e ucibase, dl+{3d5b0
[ spoclsy v 200K 4812K 1456 Spooler SubSystem App 772 uctbase, dlH {350
[Fsvchostexe 1.252K 374K 1976 Generic Hast Piacess for Wi 1858 ucrbase, dI+43d560
[ala.exe 116K 562K 1416 Appiication Layer Gateway 188 <001 12 ucribase.dis 38500
lassene 384K 6412K 663 LSA Shel [Export Versian) 1520 sl 208
= 1 explorerene 25008K 10116K 1528 Windows Explorer 134 keimeld2 di+01s1 0723
¥ VBT rapere 2080K 4184K 1748 202 siortbase Al {3k
[ <tinon.cve 892K 3272K 1764 CTF Loader Thread I 1028
Qv procerpere 100 469K G1E72K 1944 Sysintemals Process Erplord | start Tine: 203555 13/04/2020
@ fishonere 1B132K  138420K 1224 Fiefox e et N VU
Kernel Time: 0:00:00.640 Dynaic Pririty: 10
User Tine: 0:00:02.093
Contet Swtches:  .565
CPU Usage: 1.00% | Commit Charge: 25 69%
>4 L A4
Descargss  Marcadores  Hitoral  Complementos sne

12


https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer

Comparando instantaneas del registro:

© Permite tomar y comparar [EE:ENITEN KRR =1
instantaneas del registro. Compare lags save as:
_1st shiok
(®)Plain TXT () HTML document _
© Uso:
[ 5ean dirt[;dirz;diea;. .. ;dir nn]:
o 1°foto | |
o ejecutar malware —
o 22 foto | CHDOCUME~1igustava|LC |E]
o comparar Add comment into the log:

13


https://sourceforge.net/projects/regshot

Comparando instantaneas del registro:

© Ejercicio: jAfecta el solitario al registro de Windows?

Comparar logs quardados como:
@Texto O Documento HTML

Ler, Foto
2da. Foto
[escanear drifdrz;...zdr o] Comparar

Ruta de salida

cveametes () o

Aflad comentaria allog;

B -res.txt - Notepad
File Edt Format View Help

Regshot 1.8 3-betalvs -

conerea —
i hora:2020/4/13 60:12:23 2020/4/13 00:12:32

cumput_adu IGR-B1EFGCCDB53 | UGR-HIEF6CCDBY3

Usuari

fgustavo , gustavo

valores modificados:6

me\sormxnz\wcru;nft\cryptngrsphy\we\seeu DO EE AD 0C 72 5€ 73 12 15 90 07 F3 CE 08 42 42 70 77 AF 2E 25 4C 3D DB CO 01

HKLM\SOFTWARE\M1 crosoft\Cryptography\RNG\Seed ! B BA O 4F 26 10 CD &5 A2 BO 55 D2 C6 1D 71 04 1D 75 FL 04 DA AG BB 48 FO 1(

HKU\S—1-5-21-527237240-1003562763 s54zaszgsaooz\sufcwarg\m‘crusaft\winaaws\currencversw'an\gx;ﬂurgr\usemssw‘sc\wsmsmo{

HKUNS-1-5-21- 52723724 0-1993962763 -854 24 53981003\ 50f T war e\M1cr 05ofT\Wwi ndows \Currentver sion\Explorer\UserAss 15T\ {7 5048700

Hkuki—l—ﬁ—zl-527237240—1\3\33262763-ESAZ&53BE—lOOS\SuF(war‘E\MWcrniuft\ww ndows \Currentyer s1on\Explorer\Userass 1ST\75048700-g
—1-5-21-52 40-150 6385

HKUN\S-1-5-21-527237240-1003062763-854 245308-1003\sof tware‘\Microsoft\windowshCurrentversion\ExploreriUserassi S(\(75OAE7007EF‘
HKU\S-1-5-21-527237240-1993962763-854 24 5398-1003\50f tware\Microsofthwindowshcurrentversion\Explorer\userass ist\{75048700-Ef
HKUN\S-1-5-21-527237240-1993962763-854 24 5398-1003\50f tware \MicrosoftwindowshCurrentver sion\Exploreri\userass ist\{75048700-Ef
HKUNS-1-5-21-527237240-1003062763-854 245308-1003\softwara\microsoft\windows \Currentversion\Exploraeriuserassist\{75048700-EF
HKUNS-1-5-21-527237240-1003062763-854 245308-1003\3ess jonInformation\ProgramCount : 0x00000002
HKUNS-1-5-21-527237240-1993962763 -854 24 5398-1003\5es5 {anInformati on\Pr ogranCount : 0x00000003

Total de cambios:6

14



https://sourceforge.net/projects/regshot

Simulando una red

© El malware suele comunicarse con servidores de control.
© Crear una red falsa permite obtener pistas:
o DNSs
o IPs
o paquetes que utilizar como identificadores
© ApateDNS: servidor DNS bajo nuestro control.
© Netcat: la navaja suiza del TCP/IP.

o stdin —> red
o red —> stdout

15


https://www.fireeye.com/services/freeware/apatedns.html
https://secwiki.org/w/Nmap/Ncat_Portable

Trasteando en la red

© Ejercicio: Haga que la pagina web de la UGR le salude.

Captuie Window | DNS Hex View

x
Tine Demain Requested DNS Retu. A
020355 wwugies FOUND €O uores cl» =
020355 wwwugies FOUND
02035  wwmwudes FOUND
020356 wwwuoies FOUND 5
020355 wwwugies FOUND
020357 wwmwuges FOUND
020357 wwwuoes FOUND
020357 wwwugies FOUND
020357 wwmwuoes FOUND
020357 v uoes FOUND
020357 wwugies FOUND
020357 wwwugies FOUND
020357 wwwuoes FOUND 9

[+] Using 10022 a5 retum DI IP1

[+1DVS setto 1270011 on rtel[R) PRO/I00D T Server Adapter - Pakel Scheduler Miripot
[+] Sending valid DN response offst request,

(4] Gerver stated ot 020338 successfuly

DNS Reply IP (Defaul: Current Gatway/DNS} (10022
#of NXDOMAIN's

Mozilla/s
t/heml, app
E:

16




Capturando trafico de red con

© Intercepta y almacena tréfico de red.
© Facilita la visualizacién y el andlisis tanto de paquetes
individuales como de intercambios secuenciados.

e Anal

e Swtsics Telephony Wireless Tools Help

BB aes

=EQ

3 ) Bpresson.._ +
Prowocol  Length Info ="
40.025749  172.16.0.122 200.121.1.131 > 54 [TCP Window Update] [TCP ACKed unseen segnent] 80 » 16554 [ACK] Sea:

150.207185  200.121.1.131 172.16.0.122 T 1454 10554 = 80 (ACK) 1 W Len=1400 [TCP segnent of . ——
16 0.207156 16.0.122 20.121.1.131 2 80 - 10554 [ACK] Ack=126 Len =
17 0.232621 1211131 ¥ ack) Len=1400 [TCP segnent of

180232620  172.16.0.12 tack] Len
190.58365  200.121.1.131 .16.0. (acx) Len=1400 [TCP segnent of
200.25873 __ 172.16.0.12 5489 + 10554 [ACK] Len

P TR o o [P TR LD i @iy -
Ethernet 11, Src: Vmare_ct Dst: Vmware_42:12:13 (80:0¢:29:42:12:13)
T e CTi P EePrrhi o s A A0
 Transaission Control Protocol, Src Port: 18554, Dst Port: 89, Seq: 11201, Ack: 1, Len: 1400
a

Sequence nusber: 11201 (relative sequence nusber
[lext sequence nusber: 12691 (relative sequence nusber)]
Acknouledgment nusber: 1 (relative ack nusber)

o101 Header Length: 28 bytes (5) o
Meeseam( oot ABPre P B
S ocse o000 a6 7aan e s e s as n oo vevsyems

T GG 63 39 %4 5 77 de a7 de 3478 35 qzicome marghs
616245 30 77 55 6 59 73 46 20 67 6¢ 44 47 dc  abFOWUNY SFegIDGL
335675 35 65 61 33 4d 4459 7749 70 63 32 44 3VuSea3 DWWIpCD
78 4c 44 4d 74 38 Gb 2 7542 68 38 6a 48 64 30 xLOMEEK/ uBhE3HIO
63 66 54 63 69 35 6a 77 77 4c 2f 56 4c 6f 6c 41  CTCiSW WL/VLOIA
57 4c 6 35 63 43 79 de 64 63 36 52 78 58 57 7a  WLISCCN mceRpiiz o

@ 7 Ackowledgment number (tcp.ack), 4 bytes ‘Packets: 3083 - Displayed: 3083 (100.0%) Profile: Default 17


https://www.wireshark.org

Wireshark: didlogo Firefox <—> HTTPD

Archivo  Editar Ver Hstoid Marcadores Herramientas  Ayuda

Test Page for the HTTP Serveron .. %

€

dihere to begn]r 2dora webserver softwar

@ 1921681221

wa ¥ A

Fedora Webserver Test Page

This page is used to test the proper operation of the Fedora HTTP server after it has been installed. If you can read this page. it means
that the web server installed at this site is working properly, but has not yet been configured.

If you are a member of the general public:

The fact that you are seeing this page indicates that the website
you just visited is either experiencing problems or undergoing
routine maintenance

If you would like to let the administrators of this website know
that you've seen this page instead of the page you expected,
you should send them e-mail. In general. mail sent fo the name
"webmaster” and directed to the website's domain should reach
the appropriate person.

For example. if you experienced problems while visiting
www_example.com. you should send e-mail fo
"webmaster@example.com".

Fedora is a distribution of Linux, a popular computer operating
system. It is commonly used by hosting companies because it is
free, and includes free web server software. Many times, they
do not set up their web server correctly, and it displays this "test
page” instead of the expected website

Accordingly, please keep these facts in mind:

« Neither the Fedora Project or Red Hat has any affiliation
with any website or content hosted from this server
(unless otherwise explicitly stated).

» Neither the Fedora Project or Red Hat has "hacked” this
webserver, this test page is an included component of the

If you are the website administrator:

‘You may now add content to the webroot directory. Note that
until you do so, people visiting your website will see this page
and not your content

For systems using Apache Webserver: You may now add
content to the directory /vaz/www/nhtnl/. Note that until you do
s0, people visiting your website will see this page. and not your
content. To prevent this page from ever being used. follow the
instructions in the file sete/ntipd/cont.d/welcome. cont.

For systems using Nginx: You should now put your confent in a
location of your choice and edit the root configuration directive
in the nginx configuration file /ete/ngink/nging.cont.

wered by 2.4
fed APACH
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Wireshark: didlogo Firefox <—> HTTPD

*Local Area Connection [} shark 1.10.14 (v1.10.14-0-g825f971 from master
Ele Edt Yew Go Capture Analyze Statistics Telephony Tools Intemnas Help

4Ry BRRXZ A+ TL|EE QQQB @EME B

Firer: | | Eressin...
ho. Time Source Destination Protocol Length Info _
1 J168.1 TCP gnex-insight > b ] 0 Wir
2 .1 10.0.2.15 TCP 60 http » cognex-insight [SYN, ACK] Seq
3 192.168.122.1 TCP 54 cognex-insight » http [ACK] Seq=1 Ack
4 . 168. 1. CP DUp ACK 3#1]
5 0.00090%0010.0.2.15 192.168.122.1 HTTP 385 GET / HTTR/L.1
6 0.00104400102.168.122.1  10.0.2.15 TP 60 http > cognex-insight [ack] Seg=l Ack=332 win=65535 Len=0
7 0.00154200102.168.122.1  10.0.2.15 TP 1474 [TCP segment of a reassembled POU]
& 0.00154800102.168.122.1  10.0.2.15 TP 1474 [TCP segment of a reassembled PoU]
8 0.0015570010.0.2.15 102.168.122.1 Tcp 54 cognex-insight > hrtp [ack] Seq=332 ack=2841 win=65525 Len=0
10 0.00168200192.168.122.1  10.0.2.15 TcP 1474 [TCP segment of a reassembled POUJ
11 0.00168600192.168.122.1  10.0.2.15 TcP 1474 [TCP segment of a reassembled POUJ
12 0.00168000192.168.122.1  10.0.2.15 HTTR 247 HTTR/1.1 403 Forbidden (test/html)
13 0.0016360010.0.2.15 182.168.122.1 TcP 54 cognex-insight > http [ACK] Seq=332 Ack=5874 Win=65535 Len=0

@ Frame 1: 62 hytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0

® Ethernet II, Src: CadmuscCo_87:98:34 (08:00:27:87:98:34), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
Internet Protocol version 4, Srer 10.0.2.15 €10.0.2.15), Dst: 192.168.122.1 (192.168.122.1)
Transmission Control Protocol, src Port: cognex-insight (1069), Dst Port: http (80), Seq: 0, Len: O

0000 52 54 00 12 35 02 08 00 27 87 98 34 08 00 45 00
0010 00 20 0B 43 40 00 80 06 ab cc 0a 00 02 OF cO ag
0020 7a 0l 04 2d 00 50 a4 Te b4 d3 00 00 00 00 FO 02
0030 fa T0 e3 a6 00 00 02 04 05 b4 01 01 04 02

C:|DOCUME~1 |gustavolLOCALS~1 Temph... |Packets: 13 - Displayed: 13 (100.0%) - Dropped: @ (0.0%) Profile: Defaul: 19




Wireshark: didlogo Firefox <—> HTTPD

Follow TCP Stream

Stream Content

[GET /7 HTTR/T.

Host: 102, 168 122.1

uUser-agent: Mozi11a/5,0 (windows NT 5.1; rvisz.o) GECkU/ZOlOOlOl erefux/sz 0
accept: text/html, app'l1(at1uﬂ/xh[m'\+xm'\ app'hcatmn/xm'\ §=0.9,%/%;
Accept-Language: es-Es,es;g=0.8, S;0=0.5,2n; 4=0. 3

accept-Encoding: gzip, i

connaction: keep-alive

uUpgrade-Insecure-Requests: 1

HTTP/1.1 403 _Forbidden

Date: Mon, 13 Apr 2020 02:54:04 GMT

server: Apache, /2 4.43% (Fedor.

Last MDdWﬁEd ue, 28 lan 2020 18:21:43 GMT
ETag: "15hc- S5uabbitbeo

AccEpt-Ranges: bytes

Content-Length: 5564

Kaep-Alive: timeout= 5, max=100

Connection: Keep-A

content-Type: text/htm1 charset=utrF-8

RS htm] PUBLIC "-//W3C//DTD SHTML 1.0 Strict//EN"
P/ fwww. w3 . or g/ TR/ XhEm11/BT0Ahtm11-strict. dtd">

<) N =" HEEDE .43 0r/1990 T sl Tangs"en” Tang="en"s
eads
<t1t-\E>TESt Page fnr‘ the HTTP SEV‘\/EV‘ an FEdD?"a(/‘tTt-\

<meta http-equiv="Content-Type" content="text/html; charset=us-ascii" />
<s>yTe cype- cext/css >

ba(kgr‘nur’\d CD]D?" #fFF;
#000

colo
Func fze: 0.9%em
font Famﬂy: SaH57SEI‘W'fthT\/E[1'(B:
margin: 03
padding: 0;
519

nk {
calar: #c00;

Tvisited {
color: £c00;
Zthover { g
|Entire conversation (6204 bytes) ~
( Find I Save s I Brint. ] O ascn © escoic O Hex Dump O Carays @ Raw

Filter Out This Stream ] [ Close

iy start 20



https://pccito.ugr.es/~gustavo/am//teoria/03/firefox.txt

© Simulador de los servicios mas comunes de
Internet.

© Servicios emulados: DNS, FTP, HTTP,
HTTPS, IRC, POP, POP3, SMTP....

© Simular el comportamiento de los servidores
reales para intentar mantener al malware
funcionando.

© Registra todas conexiones y peticiones
entrantes.
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https://www.inetsim.org

En resumen...

1. Process Monitor

2. Process Explorer

3. Regshot

4. ApateDNS + nc/FakeNet/INetSim
5. Wireshark

... o todo a la vez desde una caja de arena...
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Practicas

1. Labo3z-o1.exe:

1.1 ;Qué funciones importa? ;Qué cadenas contiene?
1.2 ;Deja sefiales en el anfitrion (host-based indicators)?
1.3 ;Hay firmas de red? ;Cuadles?

2. Labo3z-o02.dll:

2.1 ;Puede conseguir que se instale?

2.2 ;Cémo hacer que se ejecute?

2.3 ¢Cémo encontrar el proceso bajo el que se ejecuta?

2.4 ;Qué filtros usaria en procmon para extraer informacién?
2.5 ;Qué rastros deja en el anfitrién?

2.6 ;Hay firmas de red?
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